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1
Decision/action requested

SA3 is kindly asked to approve the proposed new solution for one of the requirements in key issue #3 of TR 33.847.
2
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3
Rationale

The figure in TS 23.304 [1] as below shows the high level reference architecture for 5G ProSe L3 UE-to-Network Relay.
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One of the requirements in key issue #3 of TR 33.847 [2] for security of UE-to-Network Relay describes that confidentiality protection, integrity protection and replay protection shall be supported between the remote UE and the 3GPP network. As 5G ProSe indirect network communication between the remote UE and the NG-RAN goes through PC5 link and Uu link, hop-by-hop security is required to be supported over PC5 link and Uu link, including both signalling security and user plane security over PC5 and Uu links. 
Regarding the UP security policies configured by the network for the remote UE requested service, as no AS security can be established between the remote UE and the NG-RAN in case of a L3 U2N relay in between, how the UP security activation status can be securely provisioned to the remote UE and how the UP security policies can be consistently enforced between the remote UE and 3GPP network need to be addressed.

This pCR proposes a solution addressing the above issue for meeting the mentioned requirement in key issue #3 of TR 33.847 [2]. To be more exactly, the solution is proposed to addresses the security protection requirement for both control plane traffic and user plane traffic between the remote UE and the 3GPP network.
4
Detailed proposal

*************** Start of the Change ****************

6.Y
Solution #Y: Security protection for 5G ProSe indirect network communication
6.Y.1
Introduction


This solution addresses one of the requirements in key issue #3 for security of UE-to-Network Relay, which is:
-
Confidentiality protection, Integrity protection and replay protection shall be supported between the remote UE and the 3GPP network.
To be more exactly, this solution addresses the security protection requirement for both control plane traffic and user plane traffic between the Remote UE and the 3GPP network.

As per TS 23.304 [16], the figure below shows the high level reference architecture for 5G ProSe L3 U2N relay.
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Figure 6.Y.1-1: Reference Architecture for 5G ProSe Layer-3 UE-to-Network Relay
As indirect network communication between the remote UE and the NG-RAN via L3 U2N relay goes through the PC5 link and the Uu link, hop-by-hop security is required to be supported over PC5 link and Uu link, including both signalling security and user plane security over PC5 and Uu links. 
Regarding the UP security policies configured by the network for the remote UE requested service, as no AS security can be established between the remote UE and the NG-RAN in case of a L3 U2N relay in between, how the UP security activation status can be securely provisioned to the remote UE and how the UP security policy can be consistently enforced between the remote UE and 3GPP network are addressed in the solution.
6.Y.2
Solution details

6.Y.2.1     Framework of security protection for 5G ProSe indirect network communication
For a 5G ProSe remote UE accessing network via a trusted L3 U2N relay, the security protection of the service’s traffic between the remote UE and the network still relies on the UP security policies set and provided by the network, which needs to be supported by the security protection on PC5-U link between the remote UE and the U2N relay and the security protection for the PDU session established between the U2N relay and the network. Therefore, as shown in Figure 6.Y.2.1-1, the end-to-end security protection of the service requested by the remote UE can only be met when the security policies for the two links (PC5 and Uu) are consistently configured and enforced.
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Figure 6.Y.2.1-1: Security Protection for 5G ProSe Indirect Network Communication

As the security protection of the service requested by the remote UE should follow the UP security policies set by the core network, there are two aspects to consider for achieving the E2E security protection:

1.
Alignment of PC5 signalling security and Uu signalling security, which is required to support the secure provisioning of the UP security activation status from the NG-RAN to the remote UE via the U2N relay.

2.
Alignment of PC5 UP security and Uu UP security, which is required to support the security requirements based on the UP security policies set for the service requested by the remote UE.

6.Y.2.2
Secure provisioning of UP security policies for 5G ProSe indirect network communication
To securely provision the UP security activation status from the NG-RAN to the remote UE, both Uu signaling and PC5 signaling need to be protected. Uu signaling security can be ensured by the AS signaling security established between the U2N relay and the NG-RAN. 

According to TS 33.303 [6] for LTE ProSe, the PC5 signaling between the remote UE and U2N relay are protected based on the security requirements defined for protection of LTE ProSe direct communication, which require that:

-
Direct link signaling integrity protection and replay protection shall be supported and used;
-
Direct link signaling ciphering shall be supported and may be used. Direct link signaling ciphering is a configuration option

As the above security requirements on PC5 signaling are aligned with AS signalling security requirements, it means that PC5 signaling security for 5G ProSe indirect network communication can reuse PC5 signaling security defined for LTE ProSe indirect relay communication in TS 33.303 [6], which entails the following requirements on PC5 signalling for 5G ProSe indirect network communication:

-
Integrity and anti-replay protection for PC5 signaling between the remote and relay UEs shall be supported and used;
-
Ciphering for PC5 signaling between the remote and relay UEs shall be supported, and its activation is a configuration option.
6.Y.2.3
Enforcement of UP security policies for 5G ProSe indirect network communication
The assumption is that the 5G ProSe remote UE and U2N relay have already been authorized by the network to act as remote UE and U2N relay respectively during their registration, and have discovered each other.
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Figure 6.Y.2.3-1: Protection of 5G ProSe Indirect Network Communication via L3 U2N Relay

1.
The Remote UE selects the L3 U2N Relay to establish a connection for indirect network communication. The Remote UE sends a Direct Communication Request message to initiate the PC5 link establishment procedure.

2.
The U2N Relay sends a Relay Key Request (including the Relay Service Code) to the network for the authorization of the U2N relay and remote UE according to the RSC, as well as the generation of the PC5 link root key (e.g. 5G_KNRP) and its relevant parameters (e.g. 5GPRUK ID, 5G_KNRP Freshness, 5GPRUK_Info, etc.).
3.
The U2N Relay sends a Direct Security Mode Command to the Remote UE, including the relevant parameters for deriving the PC5 link root key, and derives the session keys for PC5 signaling protection, i.e. the Direct Security Mode Command is protected.

4.
The Remote UE derives the PC5 link root key based on the parameters received from the U2N relay, and then derives the session keys for PC5 signaling protection.

5.
The Remote UE sends Direct Security Mode Complete message to U2N Relay, which is protected by the session keys. By this step, the signaling security of PC5 link is established.

6.
As per TS 23.304 [16], if there is no PDU Session associated with the RSC or a new PDU Session for relaying is needed, the U2N Relay initiates a new PDU session establishment procedure for relaying before completing the PC5 connection establishment.

7.
As per TS 33.501 [14] and TS 23.502 [10], the SMF sets the UP security policies for the PDU session for relaying requested by the U2N Relay, and provides the UP security policies to the NG-RAN. 

8.
The NG-RAN activates Uu UP security protection based on the UP security policies received from the core network.

9.
The NG-RAN indicates the Uu UP security activation status to the relay UE using RRC Connection Reconfiguration procedure, according to TS 33.501 [14]. 

10.
The U2N relay activates its Uu UP security based on the security activation indication received from the NG-RAN. From this step on, the Uu UP security in Figure 6.Y.2.1-1 is protected based on the UP security policies set for the relayed service.

11.
The U2N relay further activates its PC5 UP security based on its Uu UP security activation status for alignment.

12.
The U2N relay sends the Direct Communication Accept message to the Remote UE to accept the PC5 connection establishment, which includes the PC5 UP security activation indication. The whole message is protected with PC5 signaling security, hence the PC5 UP security activation indication sent from the relay is protected.

13.
The Remote UE activates its PC5 UP security according to the PC5 UP security activation indication received from the U2N relay. From this step on, the PC5 UP security in Figure 6.Y.2.1-1 is protected based on the UP security policies set for the relayed service.

14.
The service data relayed between the Remote UE and network over PC5 link and Uu link are now sent with protection based on the UP security policies set by the core network.

With the above procedure, the integrity, confidentiality and anti-replay protection between the Remote UE and the 3GPP network can be supported through consistent enforcement of UP security policies between the Remote UE and the network for the relayed service, as well as the aligned security protection for Uu signalling and PC5 signaling.

6.Y.3
Evaluation


This solution addresses the requirement of integrity, confidentiality and anti-replay protection between the Remote UE and the 3GPP network in key issue #3 for security of UE-to-Network Relay.
The protection on signalling relies on the alignment of Uu signalling security and PC5 signaling security, which reuses the AS security in TS 33.501 [14] and PC5 signaling protection for LTE ProSe indirect relay communication in TS 33.303 [6] respectively.
The protection on user plane relies on the UP security policies set by the network for the relayed service, which need to be consistently enfored by the Remote UE and the NG-RAN. This largely reuses the existing mechanisms for configuration and enforcement of UP security policies defined in TS 33.501 [14] and TS 23.502 [10]. The only difference and impact is that the relay UE needs to internally map its Uu UP security activation status to its PC5 UP security activation status, which is then indicated to the Remote UE, for alignment between Uu UP security and PC5 UP security.
*************** End of the Change ****************
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